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Abstract

In this paper, a fault discovery structure is presented to increase the protection and reliability of the
Elliptic Curve Digital Signature Algorithm (ECDSA) under practical considerations. As the ECDSA will
work in real systems, which have their own arrangement of transient errors, being able to handle faults
that happen when examining the ECDSA execution turns into an unquestionable requirement. Since even
one transient mistake was to occur amid the ECDSA procedure, will bring out enormous errors in the
information. We introduce applying nonlinear fault detection codes to protect ECDSA operations against
fault attacks. We also apply the same idea to protect Guillou-Quisquater authentication scheme (GQ)
against fault injection attacks. These codes give almost perfect error detection capacity (aside from an
exponentially small probability) at sensible overhead. We present a fault detection scheme by using the
nonlinear error detecting code. This fault detection scheme has shown to have over 99% fault detection
coverage.

Keywords: Elliptic curve cryptography, fault injection attacks, attacks on signature and authentication,
Sfault detection.
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1 Introduction

DSA [1] (Digital Signatures Algorithms) are the pillars of today’s cryptosystems. Their primary use is to
Prior to the digital age, handwritten signatures were relied on exclusively to guarantee the sender’s identity.
They are digital counterparts of handwritten signatures. The basic objective of a digital signature is to
guarantee authenticity and integrity of a signed message transmitted to the receiver and to unequivocally
guarantee the identity of the transmitter. ECDSA is an alternative to DSA which uses ECC (Elliptic Curve
Cryptography) [2]. ECC is valued because it generates shorter signatures than other methods such as RSA
(Rivest, Shamir, Adleman) and this is invaluable for use on applications with limited capacity devices [3-5].

Traditionally, the ability to defend public key authentication and signature protocols have been
interconnected with challenges related to the factorization and discrete logarithm problems. If these types of
algorithms are actually implemented, it may lead to a Pandora's Box of side channel attacks such as fault
attacks that target private parameters [6,7]., other attacks mounted against symmetric ciphers in both block
[8] and stream modes [9], and with a recent addition of strikes against the common parameters of public key
cryptosystems [10,11]. The major threat is one or a combination of different types of attacks may breach
defences and allow data from smart cards to be scooped up [12,13].

A most extraordinary new method of attacking RSA by Brier et al. [10] showed how to attack RSA by
induction of faults in public modulus n, without making any assumption about the concrete model of
modulus corruption. This approach allowed an attacker to achieve full recovery of a secret key stored in a
secure device with no knowledge of the fault behaviour. The most simple and basic method to breach the
system security, and remember, this is with no need of special knowledge, is to influence the change of a
single change a word in an unknown way. When public key components stored in EEPROM or in Flash are
transferred to RAM, this is easily achievable.

The same technique can be used to attack other asymmetric cryptographic schemes. This has been illustrated
by attacking the typically more vulnerable public elements and ignoring the more secret components. A
unique assault was the attack on Elliptic Curves based signature protocol (ECDSA). It was shown it is
possible to recover the private key by introducing a fault in only one of the two different moduli involved in
the scheme with the use of a nontrivial calculation. This same idea worked in the attack on the Guillou-
Quisquater authentication scheme.

Fault detection [14-17] is a necessity to avoid malicious attacks and to transfer sensitive data like a secret
key. Both private-key cryptosystems like AES and public-key cryptosystems like RSA and EEC have had
fault-Detection-based countermeasures produced for them. Fault detection in AES is used to identify errors
prior to transmission and to deter the possible use of misinformation [18,19]. Fault detection strategies are
practical to several procedures of complex and nonhomogeneous cryptographic algorithms like AES [20-
24]. RSA likewise is liable to fault attack so in [25-33] there are several fault detection procedures
introduced. For ECC, fault detection procedures are displayed in [34-41].

Protection from fault attacks is best done with fault detection. To that end, this paper introduces a fault
detection method based on applying systematic nonlinear error detection codes [34] to protect ECDSA and
GQ authentication operations in order to counter to fault attacks. The security level delivered by this error
detection method is investigated and it is demonstrated that these codes, except for an exponentially low
probability, provide near faultless error detection.

The organization of the remainder of this article is as follows: The second section puts forward the
fundamental survey data on the robust nonlinear residue as applied in our detection method. In the third
section on how to protect the ECDSA scheme by applying nonlinear fault detection is demonstrated,
including a short survey of the ECDSA scheme and fault attacks on it. In the fourth section demonstrates
how to transfer this knowledge to the Guillou-Quisquater authentication scheme. In the fifth and final
section, the results of this article are concluded and summarized.
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2 Survey on the Robust Nonlinear Residue Codes

In [42], Karpovsky and Taubin analyzed a novel class of non-linear error-detection cyphers. These cyphers
allow minimising the general (n, k, r) codes of maxima regarding undetectable faults. The (n, k, r) cyphers
can be defined as coding structures where k stands for the bit length of data, r stands for the bit length of the
redundant check-sum which is related to data and n = k + r. However, it is analyzed that there is a principle
weakness of cyphers that it does not reserve arithmetic. Moreover, it cannot remain supportive to protect
arithmetic structures contrary to fault attacks. For eliminating this issue, Gaubatz et al. [41] have introduced
a new method of non-linear arithmetic codes which is basically known as 'robust quadratic codes'.

According to the general structure of the arithmetic single residue codes following points analyzed:

LetC = {(x,w), X € sz ,w="Ff(x)e Fp} According to arithmetic single residue code, f : sz — Fp This
function supports to calculate the check-sum w. w is calculated for the prime check modulus is ‘p’ has size

r= ||_log2 p—|| bits.

An attacker majorly focuses on adding a fault in the circuit while creating the changes in the original
information values. It allows fulfilling the specific end goal of representing it hypothetically. The mistakes
caused are expected towards influencing the original codewords through the added substance. Every
information value which is provided in the circuit supports to symbolize the pair (x, w). In this context, x
stands for original data and w stands for check-sum related to it. Simultaneously, there is a need for keeping
in mind regarding the end goal which remains assistive to become successful. The assailant injects a couple
of error vectors on x as well as w. Note: Non-zero error ‘e' is disguised as a code word (x, w) in the context
of the incorrect message is as yet a substantial code word in C. As it were, the error

ee {(ex,eW ),eX € sz ,€, € er} is masked for the message (x, w) when(x +e ,w+ ew) € C that is,
iff

f((x +e,)mod2") =f(x)+e, mod2"

Gaubatz et al. [41], essentially select f(x)=x’modp for the check-sum function. Using this function,
allows all non-zero error patterns to combine which can be defined as probability lower bounded by

1-max(4,2" —p+1)2™. For example, for k = r = 32 the k-bit prime closest to 2K is 232 — 5, thus
bounding Q(e) = max(4,2" —p+1)2 ¥ by3 + 2731 sol—max(4,2" —p+1)27" is greater than 99%.

The probability of missing the error allows supporting the data-dependent in the coding scheme. So, there is
a dynamic enemy which endeavours to incite undetected error in the information which allows estimating
the information before the fault infusion. This process allows keeping the end goal in mind regarding
registering the imperceptible mistake design. Moreover, there is a need for adequate dimension and transient
precision for the purpose of infusing the error pairs. Subsequently, an assailant does not have a way of
inserting the error vector. It allows reading the objective information initially in the context of the vector. It
allows processing a proper error pattern which allows accurately embedding the registered example. It
supports to offer with high spatial while offering a temporal resolution.

Imaginable utilizations of systematic non-linear error which allows detecting the codes while ensuring the
finite-state machines and supports advancing the encryption standard (AES) [43].

In [38], the authors introduced applying robust nonlinear residue codes to protect elliptic curve point
addition and doubling operations against active fault attacks. These codes provided nearly perfect error-
detection capability at reasonable overhead.
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3 Fault Detection Method for ECDSA

3.1 Background

Introduced by Koblitz [44] and Miller [45], as an alternative for cryptographic protocols based on the
discrete logarithm problem on a multiplicative group of a finite field, Elliptic curves cryptography provides a
protocol that relies on the relevance of the following question: Given 2 points G and Q on an elliptic curve E
such that Q = dG - find d. The arithmetic of elliptic curves in general, its properties and the way it is used in
Cryptography, are common knowledge. See examples [46,47].

3.1.1 ECDSA

The ECDSA suite works in accordance with the relevance of the ECDLP problem producing a signature
token from a secret value k, which represents an ephemeral key and this key’s lifespan lasts only during the
signature procedure. Protocol for digital signatures is derived from the classic DSA [1], by substituting the
discrete logarithm problem over a number field with the one constructed over the (E,+) curve points
group[48,49], including the signature algorithm of ECDSA, as described in Algorithm 1 [50].

Algorithm 1 [50]: ECDSA Signature Generation

Input: curve parameters (E,G), private key d, message m

Output: signature S

1: e = hash(m)

2:k= random€[1,n— 1]
3:P= [K]IG

4:r= xPmodn

5:s =(e+rd)/k modn

6: return S =(r, s)

In particular, the signature generation algorithm (Algorithm 1) produces the signature token S, taking as
input the definition of the group (E,+) together with a default generator G € E, the private key parameter k €
Zp and the message that requires authenticity is m. In order to build the signature is created using three basic
steps. First, the algorithm obtains a hashed version e of the message m (Line 1) and a non zero random
number (Line 2), smaller than the order of the curve k. Next, the point scalar multiplication between the
random number and the generator G activates (Line 4) with the x coordinate of the resulting point which
then divided by the order of the curve n and stored inr.

Occasionally the result is r = 0, so then the procedure must be repeated with a different random number until
a non-zero r is obtained. The final step is computing the signature by combining the hash of the message, the
value obtained through the point scalar multiplication, and the extracted random k (Line 5). The signature
token S is represented by the pair (r, s). It is particularly important to choose A cryptographically strong
random number for k must be selected and can never be reused. It is, in fact, useless to extract the value of
the secret key d if two different signatures are computed with the same random k. For guaranteed validity of
an ECDSA signature public key Y = [d]G is provided, and the secret value d is protected by the
computational hardness of the ECDLP, so the verifier can compute the message hash e and compares the
received r value with [e/s]G+[r/s]Y. The validity of the signature is proved when the two quantities match.

3.1.2 Fault attacks on ECDSA

Durability is the determining factor for the mathematical security of ECDSA signature generation algorithm
based on the Elliptic Curve Discrete Logarithm Problem (ECDLP).
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A signing and a signature verification algorithm make up the basis of the ECDSA cryptosystem, each with a
different function. The signing algorithm can create an authenticated token or digital signature, by using a
private value, given by and known only to the signer. In contrast, the signature verification algorithm works
with publicly known values to check the authenticity of the signature. An attacker who is able to retrieve the
secret key can then forge valid signatures at will, resulting in voiding any authenticity warranty provided by
the scheme [49]. Therefore, the infiltration of the ECDSA cryptosystem security parameters depends on the
difficulty of uncovering the secret value using only publicly available parameters and the digital signature. If
the devices performing the signature were captured by a raider, it is crucial that the secret needed to build
authentic signatures cannot be extracted from the device. A common scenario for an attack goes as follows
an attacker takes a signing token which contains the secret key, such as a smart card, duplicates it, then
returns the original one to the legitimate owner, before said owner even realized it was missing. The
literature on this subject describes daring secret key retrieval attacks.

The authors of [51] rely on both a particular arithmetical representation of the values involved in the
algorithm and the possibility of inducing single bit faults in a specific bit of a single value with strict time
accuracy. In [52] an attack is presented relying on a fault on the modulus used for the computations but
needs a few thousands of faulty results to be successful against a system employing a small-sized curve.
Eventually, in [53] an instruction skip fault is used to recover some bits of the nonce used during the
signature. A few tenths of faulty results are again sufficient for a small-sized curve.

Example [50] is a fault based attack able to retrieve the full secret key, for all the standardized lengths, by
injecting a single bit fault anywhere in the word. The attack could succeed against all the real-world word
lengths of the target architecture.

3.2 Fault detection method

The application of non-linear cyphers to protect processes directed to ECDSA, that is, calculating signature
processes (line5 in algorithm 1) contrary to fault infusion attacks, will be explained showing it is applicable
for wide usage. ECDSA structures in shade of prime fields Fp are the process focused on here. This will be
achieved by calculating signature processes utilizing the systematic non-linear (n, k, r)-code which utilizes
redundancy for error detection. The accompanying error check function is characterized on a point

coordinate X € Fp to attain a nonlinear error check-sum

f(x)=x’(modp) e E

Therefore, the point X is encrypted as (X, f (X)). For practicality and as an error check for redundancy, r
check digits have been added to the point value.

In the following subsection, the protected uses of calculating signature processes are provided. These
executions use the error detection procedure as depicted in Section 2. Non-linear error detection works by
creating two calculation paths that are non-linear in alignment. The initial step in accomplishing this
includes encrypting the signature in an operation by utilizing the nonlinear code depicted in Definition 1.
The first non-linear path is the original non redundant datapath. The second path, which is known as the
‘predictor’ piece, goes in parallel to the non-redundant path and basically guesses the checksum of the
consequences of the first calculation. The predictor piece utilizes the fault-free check-sums of the inputs to
calculate the check-sum of the outputs that will be calculated by the original block, so this is not a mere
repetition of the first equipment to actualize the predictor. For each data path, the total process count is
stated in terms of multiplications, divisions and addition/subtractions, where M refers to multiplication, D
refers to division and A refers to addition or subtraction.

In the following, the predictor block functions are shown. The functions calculate the predictable S3c by
means of the inputs and their check-sums. The subscript ¢ is utilized to determine the check-sum of the data
portion for a codeword as defined in Definition 1. For instance, (S, S.) establishes a codeword where
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S, =S’(modp), S is the data part, and Sc is the check-sum.

The predictable check sums for signature computation (step5 in algorithm 1) should be

S.=(S)' = [@I mod p

Cc

Where e is hash(m), r is xP mod n, and d is the private key.

Then, we want to express the relations on the right-hand side as a function of the inputs and their check-
sums for point addition.

S.=(S) = (wJZ = GJZ (¢? +1°d” +2erd )mod p

k

After some algebra, we acquire the accompanying equation array for each operation. These equations
basically introduce the function actualized by the predictor unit in our implementation.

A=l

1(C
B=rd
C=eB

S. =A(e, +1.d, +2C)modp

Where e is e2mod p, Icis r’mod p,and d, is d?mod p-

Fig. 1. ECDSA and Predictor unit
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The whole operation sum for this predictor unit will be 5SM + 2A + 1D, where M is multiplication and A is
addition and D is division. Note that each of the operations in this setup is modulo p, where p is the prime
that produces the finite field the elliptic curve is characterized over. In Fig. 1, the implementations of these
operations is shown.

Example [54]: Let the elliptic curve E : y2 =x’—3x+69424 with p= 114973 and a base point G =

(11570, 42257) with order n=114467; select d = 86109 then Q = dG = (6345, 28549); and the message m =
“worldof” the hash value is e = H(m) = 1789679805, the signature for the message m is (r,s) as following:

1. Selectk=84430 suchthat ISk <n-—1,
2. Compute kG = (11705,10585), r =31167(mod 114973).

_ 1! _
3. Compue =K ' (€+dr)=82722(mod114973)

_ a2 _
4. Compute €. =¢ mOdp—111437

_ .2 _
5. Compute r, =1 modp =89985

_ 42 _
6. Compute 9 =4 modp=36138

S. =A(e, +r.d, +2C)modp = 81243

7.  Compute
s> =82722% (mod114973) = 81243
8. Compute

9. Compare Sc and s2

4 Fault Detection Method for GQ

4.1 Background

4.1.1 Guillou-Quisquater identification scheme

Find below a brief description of the Guillou-Quisquater Identification scheme [55,17]:
Key Generation

Assume that Peggy wants to prove her identity to Victor. Peggy’s public key consists of J (a set of
credentials), n (a product of two large secret primes p, q) and an exponent v (v should be sufficiently large

and gcd(v,(p - 1)(q - 1)) =1. Peggy’s private key is B, calculated such that JB" = l(mod n) .
GQ Identification Scheme

i Peggy picks a random integer r, r € [l,n—l] r. Peggy computes T =1" (modn)and sends
it to Victor.
i Victor picks a random integer d,d [O, V- 1] . Victor sends d to Peggy.

iii Peggy computes D = rB* (mod n) and sends it to Victor.

T=D"J¢ (modn) T= T'(modn)

iv Victor computes If , then authentication succeeds.
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4.1.2 An attack on GQ scheme

A cryptographic device that holds the private key B proves its identity to another cryptographic device using
the GQ protocol [17]. The attacker infiltrates the communication during the protocol and also corrupts the
modulus using a glitch to a random number ni which isn’t known to him. The attack on the identification
scheme of Guillou-Quisquater can be performed in the following manner:

1. At the first stage, the attacker collects triples of (Ti, Di, di), which were sent between Peggy and
Victor during an authentication protocol, with simultaneous attempts to produce a fault injection in
the modulus n, thus producing faulty moduli ni.

2. Let L be a small prime and assume ng(L—l,V) =1.

1 1

,ged(d,L-1)=1 B, (modL)=D? -T ** (modL)

For each triple, i an attacker calculates

4. Most of the results B, (mod L) will be randomly distributed, while a small number of them will
give the same result. The repetition of the result corresponds to a case when L divides nj, and thus
the attacker knows the true value of B(mod L) .

5. An attacker uses the Chinese Remainder Theorem (CRT) to reconstruct the unreduced value of B

from partial residues B ( mod L) :

4.2 Fault detection method for GQ

We introduce how a similar methodology can be practical to GQ Scheme. In the next we give Utilizing a
similar strategy talked about in Section 3.2, we figure the accompanying indicator purposes for the
authentication process to protect the private key B. The predictable check- sums for authentication
computation should be

D, =(D) =(1B') modL

D, =r’'B**modL

D, =r,B' modL
Note that every one of the operations in this setup is modulo L.
S Conclusion

In this paper, we presented applying nonlinear fault discovery codes to defend protect ECDSA operations
against fault attacks. We also presented applying the same idea to protect Guillou-Quisquater authentication
scheme (GQ) against fault injection attacks. These codes give almost perfect error discovery capacity (aside
from an exponentially small probability) at sensible overhead. We presented a fault detection scheme by
using an error detecting code. This fault detection scheme has shown to have over 99% fault detection
coverage.
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